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Abstract—Many approaches for anomaly detection use statistical based methods that build profiles of normality. In these cases,
anomalies are defined as deviations from normal models build from representative data. Detection capabilities based solely on
these approaches typically generate high false alarm rates due to the difficulty of creating flawless models. In order to support the
comprehension, validation, update and use of such models, our latest work has been devoted to the visualization of normal behavioral
models of maritime traffic and their usability evaluation. This paper presents the results of a usability assessment carried out in order
to evaluate the ability of previously suggested visualizations to support the detection and identification of anomalous vessel behavior.

Index Terms—Anomaly detection, visual analytics, maritime traffic monitoring.
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1 INTRODUCTION each observation the probability of being anomalous, given the nor-

. . . mal model built from the training data set. The vessel traffic data is
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y ge g 9 gplays representations of normal behavioral models. The noenal b
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pp P g large geograp §sels: cargo, tanker, passenger, pilot and fishing boat.

sea areas, the identification of anomalous behavior or situations th
might need further investigation may reduce operator’s cognitive load.Tasks:  The tasks carried out by participants cover themes related
While it is worth acknowledging that many existing mining api0 the detect_ic_)n, ident_ification and explanatiorj of e_momalous behav-
plications support identification of anomalous behavior, autonomol® from maritime traffic. We divide the exercises into three blocks
anomaly detection systems are rarely used in the maritime domdiumbered starting from the last block of experiment 1): _
due to high false alarm rates, lack of comprehensibility of modetsBlock 5 requests participants to classify certain vessels regarding
used for detection and lack of comprehensibility of system outcomestheir normal or not normal behavior (task group compare). Partici-
Anomaly detection is normally, a complex problem, that can hardly pants should include explanations regarding why they consider the
be solved using purely visual analysis nor purely automatic compu-Vessels normal or not. ) )
tational methods. Hence, we suggest the adoption of visual analytic8lock 6 consists of the following exercise: a group of vessels are
[4, 1] principles to support the detection of anomalous behavior insuggested as anomalous by the system, yet the performance of the
maritime traffic data. anomaly detection capability is reported to be 70%. Participants
To the best of our knowledge, there has been little previous research'® asked to identify which of the highlighted vessels are really
assessing the usability of representations of normal models built fronfinomalous and which are just false alarms (task group distinguish
data or the usability of visualization of intermediate data mining pro- and identify). Participants elaborate on their answers, reporting on
cess steps. This paper presents a usability assessment carried outtf§ rationale behind their choices and confidence. )
evaluate if certain visualizations of normal behavioral models buiit BIOCK 7 (post-tasks questionnaire): participants reactions regarding
from maritime traffic data support anomaly detection tasks. We wouldnoW helpful were the visualizations of normal models in order to
like to answer the following questiooes the visualization of normal ~ SUPPort the detection and identification of anomalous behavior are
behavioral models built from data support the detection and identifi- collected. We gather user remarks regarding which tasks were an-
cation of behavioral anomalieshis paper builds on previous work ~SWered using the visualization of normal models provided.
presented in [2], where we evaluate if such visualizations support theParticipants: Twenty two participants, mainly PhD-students,
comprehension of normal vessel behavior (experiment 1). Thdtse Post-Doctoral researchers and teachers within Computer Sciences,
of the succeeding second experiment that focuses on the actual def@sk part in the tests. Seven of the participants were female and the
tion of anomalous behavior (experiment 2) are presented hereafteraverage age was Blyears. Participants were randomly divided into
two groups, one of them being the reference group. Both groups have
2 EXPERIMENT to solve the same tasks, but the reference group have no aid regarding
) . the visualization of normal models. They were provided with the same
In order to carry out representative taSka proof of concept visual data and the probability of having each observation was displayed for
environment, VISAD, has been used. VISAD integrates Google Eaath groups. The model aided group can assess the representétions o

and Matlab modules through an interactive visual interface platforfRe normal models and compare particular probability values with the
implemented in C#. The module implemented in Matlab includggyymal model representations (see figure 1).

a particular anomaly detection method (based on a combination of

Self-Organizing Maps and Gaussian Mixture Models) that reports for Metrics:  The proposed assessment methodology includes three
criteria: correctness of responséme to complete each tasiduser

reactions The first two criteria measure the ability of the visual rep-
resentations of normal models to facilitate the detection of hidden
Maria Riveiro and @ran Falkman are with Informatics Research Centre, anomalies. Both groups are compared regarding the correctness of
University of Skvde, Sweden, E-mai{maria.riveiro, their responses and the time spent on completing the tasks. The third
goran.falkman @his.se. metric, user reactions, assesses the appropriateness of the yisaal re
sentations of normal models provided and the extent to which partic-
ipants view such representations supportive for their goals and tasks.
1We have presented a list of maritime traffic monitoring represtare tasks It also includes the interpretation of and participant’s level of under-
for evaluation in [3], after analyzing data gathered during field work in ~ standing of such representations. User reactions are collected through
various maritime control centers a questionnaire with rating and open-ended questions. In addition,
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Fig. 2. Average time (in minutes) to complete each of the two blocks that
contain exercises related to the detection and identification of anoma-

lous vessels.
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Fig. 1. Visual environment used during the tests. Real AIS data is dis- ;a 05
played and analyzed, comparing real-time data to normal models built 5 o
from the training set. For each observation, a probability value is dis- Block s Block 6
played. When selecting a particular observation, detailed data of the = Reference = Model aid

vessel is shown and the normal model window presents the representa-

tion of the corresponding model and how the particular probability value  Fig. 3. Correctness of response per block. Block 5 consist of 2 tasks

(and the five previous observations) relates to the model. while block 6 has 3 tasks. A task completed with the correct response is
given 1, and a task not completed or completed with the wrong response

user actions and steps are logged in order to study the strategy thai$/agsigned 0.

participants use to solve the tasks. ) . .
ordered response was used, being ‘5 = strongly agree’ with ‘the visu-

Data: Th? data set u_sed for investigative analysis is a subset 4fzation of normal models are helpful to detect and identify anoma-
real Automatic Identification System (AlS) data, that consist of a cof ;5 behavior’). Concerning confidence, the qualitative data gathered

lection of real AIS messages broadcasted by vessels traveling a'?fﬂ?ing the quantitative evaluation (in form of user remarks and expla-
the Swedish west coast, including Gothenburg port area and parts,gfions) clearly exhibits that participants aided by models are not only

the coast of Denmark, Germany and Norway. The data correspoRdsye accurate, but also more confident regarding their answeis. Th

to 17 days during winter. Nine days of the data set are used as rgifly ha|pable fact when explanations concerning the abnormality of a
ing data, i.e. they are considered to model the normal vessel behavipfii1ar vessel are given.

Eight features are employed for calculating the models, adding the di-
mensions (length and width) and draught of the vessel to the kinematic CoNCLUSIONS AND FUTURE WORK
features (longitude, latitude, speed, heading and course over grou

) . 7 results of th ntitative evaluation carri t show that partic-
Four days of data are analyzed during the exercises by the participa, e results of the quantitative evaluation carried out show that partic

Shts aided by visualizations of normal behavioral models perform
better (taking into account the correctness of response value). No sig-
nificant difference regarding the time to complete each block of tasks
The analysis of the test data collected during the experiment is orgeas noted. Current work focuses on a qualitative evaluation that in-
nized according to the three metrics considered. In order to compattves the realization of the experiments by three experts in design-
time and correctness of both groups, a detailed analysis of the data wasand developing military and surveillance systems from Saab Elec-
conducted using a twitest (significance levat = 0.05). tronic Defence Systems and a group discussion with two experts in

: . f ; ; itime surveillance (one from Shipping and Marine Technology,
Time to complete each task (block): figure 2 illustrates time marl . .
spent to carry out the exercises included in block 5 and 6. As sho HaltmGertshUnE)versnyTﬁf Tecr:_r;otl_ogy, Glothte_nburg anld onetfr?hm M
in the figure, participants aided by visualizations of normal behavior est othen urg). The qualitative evaluation complements the quan-
models spent, in average, more time to solve the tasks at hand. No E -t“.'e approach pre_sented here_, since it provides experts |n5|ght con
nificant difference was found usirigestp — 0.7835 andp — 0.5025. cerning our suggestions regarding the use of anomaly detection ca-

Considering the comments written by the participants and the recor&@&)”ities to support operators in the detection of anomalous behavior

video sessions, this is due to the fact that they spent more time mateAd the use of visualizations of normal models.

ing the data to normal models and interacting with the visualization f - - rencES
normal models interface.
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